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( Social Media Applications j

' '

Social Networking , ) Video Sharing
Technologies Blog%ngﬂ'l:?;n? srl"ogles Technologies
eg. “ Facebook” g eg “ You Tube”

L 1 |

| Recruitment | -» | Communication | <

In 1997 - 12 known terrorist sites
In 2006 - 7000 known terrorist sites
(Source: Weimann, 2006)

Online Terrorism

dedicated, known proliferation of “open source”
Closed | “Jihadist” websites ‘Cyber Safe Haven’ forums chat rooms, websites| Open
Access | (includesunknown& W A W7 (includes unknown & Access

secure sites) secure sites)

Core Functions

Information provision (eg. the 3 P's - Publicity, Propaganda, Psychological warfare, including disinformation)
Information gathering ( eg. ‘data mining’ for specific targeting opportunities, intelligence & information sharing)
Networking (eg. decentralized structures, planning & coordination operations, risk mitigation via virtual communities)
Financing (eg. soliciting funds via Jihadist Websites, exploiting e-commerce tools, business, charities, fronts)
Recruitment (eg. recruiting and mobilising followers, sympathizers)

ohaal)

Geoff Dean, Peter Bell, Jack Newan, The Dark Side of Social Media:
Review of Online Terrorism, Pakistan Journal of Criminology, Vol.
3, No. 4, April — July 2012, pp 194 — 195
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